Telework Toolkit
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Introduction
As telework and flexible scheduling models continue to evolve at the City of Madison, Information Technology (IT) has
compiled a list of resources, instructions, and guidelines to make your teleworking experience easier and more efficient.

Support Expectations
During large-scale citywide remote work events, please recognize that there may be a delay in responding to requests
as we accommodate the increase in telework.
Information Technology will provide technical support for City-owned devices and services on the City network. We will
not be able to troubleshoot employees’ home technology services.

Help Desk Support
The Help Desk is here to help you with
•

Problems with a City-owned device (laptop, tablet).

•

Problems with connecting to the City network.

•

Problems installing City-approved essential software.

•

Problems with your password and/or account.

•

Problems accessing software.

•

Problems accessing Remote Desktop Connections on your personal device.

Your Responsibility
It is your responsibility to troubleshoot
•

Problems with your home Wi-Fi or Internet service.
o

•

Please contact your Internet Service Provider (ISP) for this assistance.

Problems with your personal devices, including your personal computer and mobile phone.

Please note that the Help Desk cannot
• Install City-issued software (such as MS Office, Adobe) on personal devices due to licensing restrictions.
•

Assist with setting up your computer hardware at your home, either in-person or remotely. City staff are
responsible for reassembling their workstations and office spaces upon return to the office.

•

Support any new tools or software that the City does not already provide.
o

•

Please submit a New Software Request for any new software requests, not already approved by City IT
and Attorney’s Office.

Provide cables for connecting personal devices (e.g. monitors) to City-owned devices at home.

Appointments Required for In-person Support
In efforts to provide the best experience possible, all in-person Help Desk support is by appointment only. Please
contact the Help Desk to set-up a service appointment, as walk-in or “stop-by” assistance is not supported.

Contact the Help Desk
Email: helpdesk@cityofmadison.com
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Phone: (608) 266-4193
Please include the following in your request.
•

Your full name.

•

Your agency.

•

Telephone number.

•

A brief description of the issue. (When did it start happening? Does anyone else around you have the same
problem? Did you recently get any new software?)

Policies & Guidelines
IT Hardware for Telework Policy
The IT Hardware for Telework Policy allows City staff to take home City-owned devices and accessories for official City
teleworking purposes only. City staff and departments are responsible for any damages or losses to City-owned
equipment when removed from City facilities.

Taking IT Hardware Home
As City staff prepare to take City-owned devices and equipment home for telework purposes, please review the Taking
Equipment Home tip sheet to ensure safe transportation of all equipment, and proper home setup. City agencies will be
responsible for any losses or damages of City-owned equipment, and Help Desk is unable to troubleshoot home
installations.
City staff may also follow these instructions when transporting City-owned IT hardware back to City facilities. Please
keep in mind that City staff are responsible for setting up their own office spaces when returning IT hardware to City
facilities.

Telework Software
This toolkit outlines the enterprise business tools approved for teleworking and remote collaboration. Please do not
purchase your own software for telework needs. Any new software purchases will not be supported, and will be in
violation of APM 3-20 and Resolution #47764 (RES-17-00762). Instead, please review this toolkit or contact the Help
Desk to learn about our City-supported enterprise business tools. If you would like to pursue a new software purchase,
please complete a New Software Request.

5

Passwords
Changing Your Network Password
Changing Your Password In-Office
To protect the City's network, your password will expire every 180 days. You must use a different password each time
the previous password has expired.
•

Log in to your workstation.

•

Simultaneously select the CTRL, ALT and DELETE keys on your keyboard.

•

Click on "Change a password". This will display 3 boxes to fill in.

•

Enter your old password (current password) and your desired new password.

•

Click on OK. Your network password has been changed.

If you have a smartphone configured to receive your city email, you must change the password on the smartphone when
your network password changes. Failure to do so will result in your account being locked out each time the smartphone
tries to update new mail messages.

Changing Your Password Remotely
When connected to the City's network remotely through VPN or RDS, you will be notified 14 days before your password
expires. Please change your password before it expires to prevent your account from being locked.
On the Virtual Private Network (VPN)
•

GlobalProtect: Changing Network Password on GlobalProtect VPN Tip Sheet

•

AnyConnect: Changing Network Password on VPN Tip Sheet

On Remote Desktop Services (RDS)
•

Changing Network Password on RDS Tip Sheet

Account Lockout
If you an incorrect password three times and your account is locked, you can contact the Help Desk, or wait 30 minutes
for it to unlock automatically.

Password Policies & Security Practices
Adopting strong password policies is one of the most effective ways to ensure system security. For more information on
the City’s password policies and keeping your password safe, visit the Passwords page on IT EmployeeNet.
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Network Access
Virtual Private Network (VPN)
Use VPN to connect your City laptop or tablet to the City network. If your work computer is a desktop and you will be
working remotely using a personal device, see Remote Desktop Connection later in this toolkit.
The City currently has two VPN options, Cisco AnyConnect and Palo Alto GlobalProtect. Please note that IT is in the
process of phasing out AnyConnect, so GlobalProtect should be staff’s primary VPN choice.
You will need to get VPN configured on your computer before using these tools. If you need VPN configured on your
laptop or tablet, please contact the Help Desk.

Cisco AnyConnect VPN
Connect via Website
1. Connect your computer to the Internet.
2. Go to myvpn.cityofmadison.com using Internet Explorer.

3. Choose the CityEmployee group. Enter your network username and password, and click “Login”.
4. When you have connected successfully, you will receive a message saying “Connection Established”.
You should also see a padlock icon in the system tray in the lower right corner of your screen. You may need to
click on the arrow in the system tray to see this icon.
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Connect via Cisco AnyConnect Client
1. Connect your computer to the Internet.
2. Open the “Cisco AnyConnect Secure Mobility Client” application on your computer. You can find the application
from your Start menu or in your system tray.
3. If it is not already there, enter myvpn.cityofmadison.com and click "Connect".

4. Choose the CityEmployee group. Enter your network username and password, and click “OK”.

5. Click OK at the following prompt.

6. When you have connected successfully, you will see a padlock icon in the system tray in the lower right corner of
your screen. You may need to click on the arrow in the system tray.
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Palo Alto GlobalProtect VPN
1. Once the GlobalProtect application is installed, there will be a tray icon like below. When you hover over the
globalprotect app, it will say not connected.

2. Clicking on this icon will bring up a screen where you can connect to the VPN; the screen says the status of the
VPN connection and has a button that says connect.
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3. Once you click on the connect button a new screen will be displayed, on this screen there are two text boxes
where you will be able to put in your network credentials.

4. Once authenticated to the network, the last screen will display a connected status. You can also click on the tray
icon again and a screen will be displayed that will state the current connection status. You can disconnect from
the VPN by clicking on the disconnect button.

Remote Desktop Services (RDS)
If you need to connect to your work computer to complete your daily work, you can remote desktop into your work
machine from a personal computer or a City laptop. You can connect either through the web application, or by
downloading the client application.
To do this, you will need your work computer’s ID number. This should be on a white sticker on the machine, and will
look like “ITDT-ABC1DE2”. Make sure you have this ID number when preparing to work remotely.

Connect via Web Application
1. Connect your computer to the Internet. You do not need to be connected to VPN to use this.
2. Go to remote.cityofmadison.com.
3. Log in with your network username and password.
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4. Click on “Remote Desktop Connection”.

5. Enter your work computer’s ID number. You will need to get this when preparing to work remotely.

6. Enter your network password again.

7. Once connected, you will be logged in to your work computer.
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View Fullscreen
If you want to expand your window to fullscreen, press F11. Press F11 a second time to exit fullscreen.
You can also select Fullscreen from the sidebar panel menu:
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Log Out
1. Click the button on the left side of your screen to expand the sidebar panel.

2. End the remote desktop session. Click the down arrow icon next to “Remote Desktop”. Click the X next to your
computer ID number. Click “OK” if prompted.

3. Log out of the application. Expand the sidebar menu, then click “Log out”.
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Connect via Client Application
1. Connect your computer to high-speed Internet. You do not need to be connected to VPN to use this.
2. Go to remote.cityofmadison.com. Scroll to the bottom and click “Download the Horizon Client for Windows”.
Note: If you are already logged in, you will need to log out to see this screen.

3. Run and install the Horizon Client by selecting “Agree & Install”. Restart your computer.
City Information Technology has given all City users permission to install the application.
4. After restarting your computer, open the VMware Horizon Client application.
5. When the application starts, click “Add Server”.

6. Enter remote.cityofmadison.com into the connection window and click “Connect”.

7. Log in with your network username and password. Follow the instructions above to log into your computer.
The next time you open the application, this screen will appear. To allow the application to autoconnect, you can rightclick on the remote.cityofmadison.com server connection, and click “Autoconnect to this Server”.
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Using Multiple Monitors
If you have a dual-monitor workstation at home and would like to use both monitors, you will need to download the
client application. Please note that multi-monitor support is only available on Windows computers.
1. When you enter your computer ID, click Show Options on the Remote Desktop Connection application.

2. Go to Display, and check “Use all my monitors for the remote session”.
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Phones
Forwarding Your Desk Phone
If you are working remotely and would like to receive any calls to your work number on your personal phone, you can
forward calls from your desk phone.
To forward calls from your desk phone:
1. Press the CFwdAll, Forward All, or Fwd All button, depending on your phone model. See IP phone guides for
your phone: https://www.cityofmadison.com/employeenet/information-technology/training-support/phones
2. Enter the phone number where you want your calls forwarded. You will need to dial “9” before the number if
you are forwarding to a non-City phone. Dial “9-1-areacode” if your number is not a 608 number.
To turn off call forwarding, press the CFwdAll, Forward All, or Fwd All button again.

Forwarding Remotely
If you are already working remotely and you did not forward your desk phone before leaving, contact the HelpDesk.

Check Voicemail Remotely
1. Call your work phone number.
2. When your greeting picks up press the * key.
3. The system will ask you for your ID followed by #. Your ID is your full 7-digit phone number.
4. The system will ask you for your PIN followed by #.
5. When you are connected successfully, you will be able to access your voicemail as if you were at your desk.
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IP Communicator
IP Communicator is an application you can use to make phone calls from your City computer. You will receive calls that
people make to your City phone number, and any calls you make via IP Communicator will come from your City number.
Please note that you should not initiate external calls from your personal phone, as this will give vendors and other
recipients your personal phone number. When working remotely on City business, use email whenever possible, or
initiate calls from IP Communicator.
Contact the HelpDesk if IP Communicator is not installed on your computer.
1. Make sure you are connected to the City network via VPN.
2. Open the Cisco IP Communicator application.

3. Before making or accepting any phone calls, make sure your computer’s speaker and microphone are enabled.
a. Enable speaker: Unmute audio in the lower right corner of your screen.

b. Enable microphone: Go to Windows Settings > System > Sound, and find Input. If there is no device
selected, contact the HelpDesk.
4. You can use IP Communicator just like your desk IP phone.
IP Phone Tip Sheets
https://www.cityofmadison.com/employeenet/information-technology/training-support/phones
https://www.cityofmadison.com/employeenet-information-technology/documents/IPTrainingsheets.pdf

Phone Conferencing
CenturyLink
CenturyLink is an audio conferencing option for external meetings, for up to 300 participants.
Joining a Meeting
1. Call 1-877-820-7831. If you are calling from a City phone, you will need to dial “9” before this number.
2. Enter the guest passcode. The meeting host should give you this passcode.
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Hosting a Meeting
You will need an account to host a meeting through CenturyLink. See CenturyLink Accounts below.
To host a meeting, you will need your account’s host passcode and guest passcode. When sending a meeting invitation
to participants, give them your guest passcode and the call-in number, 1-877-820-7831.
You can get your host and guest passcodes from your welcome email, or by contacting the Help Desk.
CenturyLink Accounts
Contact your supervisor to find out if your agency has a CenturyLink account.
If you have an account but do not remember your account information, please contact the Help Desk.
You may share an account with other City staff in your agency. However, please note that you will have to coordinate
with any other staff using a shared account, as you cannot have multiple calls running on the same account
simultaneously.
To request a new CenturyLink account, an authorized contact from your agency should email the Help Desk. Please note
that due to vendor constraints, accounts may take up to 10 business days to set up.
Authorized Contacts: www.cityofmadison.com/employeenet/it/authorizedcontacts
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Video Conferencing & Collaboration Tools
Zoom and Skype for Business are audio and video conferencing tools available to the City of Madison. These tools can be
used for internal meetings, collaboration, and public participation meetings.

Appropriate Use Guidance
Depending on the nature of your collaboration needs, one collaboration tool may be more appropriate than another.
The guidance below will assist you in understanding the most appropriate collaboration tool for your business needs.
Collaboration Tool

Use Case

Phone

Verbal conversation that does not require team members
to see each other, share screens, or present materials.
*See “Phone Conferencing” on page 17 of this document
for more information on phone conferencing options.

Skype

Internal meetings between City staff in which one or
more team members are working remotely and need to
share screens, present materials, or use video to see each
other. *Zoom is also always an option for internal
meetings to those that prefer it.

Zoom

Meetings that include internal City staff and external
partners or customers to share screens, present
materials, or use video to see each other. Zoom is the
preferred tool for meeting with people outside of the
City.

Zoom
Zoom meetings are ideal for hosting more interactive sessions where you want to have audience participation, desktop
sharing and break your session into smaller groups (i.e. breakout rooms).
Zoom Getting Started Guide: https://www.cityofmadison.com/employeenet-informationtechnology/documents/ZoomGettingStartedGuide.pdf

Paid Accounts
If you need a paid Zoom license, please work with your supervisor to share the current licenses available to your agency.

Free Accounts
How to Signup
You can sign up for a free Zoom account at https://cityofmadison.zoom.us/signup .
Differences Between Paid & Free Accounts
•

Free accounts have a 40 minute limit for group meetings.

•

Free accounts cannot do polls.

•

Free accounts cannot have people call in on a toll-free number.

•

Free accounts cannot record.
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•

Free accounts are limited to 100 participants per meeting.

Skype for Business
Skype is an audio and video conferencing option for internal (City staff only) meetings, for up to 250 participants.

Install Skype for Business
1. Connect to the City network in-office, via VPN, or via RDS.
2. Open the Portal Manager application by going to Start > All Programs > Ivanti Management > Portal Manager.
3. Find Skype for Business, and click “Install”.

Log In to Skype for Business
You may have to log in manually the first time you open Skype for Business.
1. Open the Skype for Business application.
2.

Enter your email address.
If your agency uses a custom domain, like publichealthmdc.com, use your network username (heabc).

3. Click “Sign In”.
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Manage Contacts
Find and Add Contacts
1. To add other employees to your contact list, place your cursor in the “Find someone” search box.

2. Enter the employee’s full email address. Note that the contact will not appear until you finish typing the email.
If the user’s agency uses a custom domain, like publichealthmdc.com, you may have to try both
name@cityofmadison.com and name@publichealthmdc.com.
3. Right click on the contact, and select either Add to Favorites, or Add to Contacts List > Other Contacts.

Assign Contacts to your Workgroup
Adding contacts to your workgroup will allow you to get messages from them even when your status is “Do not Disturb”.
1. Right-click on a contact.
2. Click “Change Privacy Relationship”, and select “Workgroup”.
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Create a Meeting Invite
1. Go to your Outlook calendar, and create a New Meeting. Add attendees, subject, date, and description.
2. Click “Skype Meeting” in the top toolbar. This will add the Skype Meeting information to the description.

3. Click “Send”.

Join a Meeting
When joining a Skype meeting, please do not use a phone to call in. Only join Skype meetings using the Skype for
Business application.
1. Open the meeting invite.
2. Click “Join Skype Meeting” in the meeting invitation. Do not call in via phone.

3. Select “Use Skype for Business (full audio and video experience)”.

4. Your mic is automatically muted. To unmute your mic and share audio, click the “Unmute my mic” button.
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Share Video
1. To share video, click the “Video call” button.

2. To share your screen, click the “Present” button.

Instant Messaging (IM)
1. To send an instant message to a coworker, right-click on the contact.
2. Click on “Send an IM”.

Skype Meetings through Remote Desktop
1. If you are joining a Skype meeting through Remote Desktop Connection, you will not be able to use your
computer’s speakers, microphone, and camera.
2. Join the Skype Meeting by calling the phone number listed on the meeting invitation. Please only use this phone
number when you are using Remote Desktop Connection.

3. You can share your screen and view others’ video through Remote Desktop.

Additional Tip Sheets
•

Skype for Android

•

Skype for Business Tip Sheet

•

Skype for IOS

•

Skype for Outlook

•

Skype for Windows
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Other Digital Tools
Application Web Access
Some critical City services are available off the City network. If you are not connected to the City network, you can still
access Email and SharePoint by following these instructions.

Email
Outlook Web App (OWA)
You can use the Outlook Web App to connect to your email through your web browser.
1. Go to email.cityofmadison.com in your web browser.
2. Enter your network username and password.
3. Click “sign in”.
Mobile App
Please refer to your device's user guide for detailed Exchange Email Account Setup instructions, as the setup steps vary
by manufacturer and/or device. Most email setup will be located under Settings/Mail – choose Exchange.
All Android, Windows, and iPhone's will ask for the following information.
Email

Your full city e-mail address, i.e. asmith@cityofmadison.com

Server

email.cityofmadison.com

Domain

city

Username

Two letter City department abbreviation and your own initials, i.e. itabc

Password

Your network (outlook) password

SharePoint
You can connect to SharePoint through your web browser if you are off the City network.
If you are connected to the City network via VPN, this external access will not work. You can access SharePoint just like
you would at your workstation, at http://share.
To connect to SharePoint off the network:
1. Go to https://share.cityofmadison.com in Internet Explorer.
2. Enter your network username and password.
3. Click “Sign In”.

Electronic Document Signatures
If you need to sign contract documents electronically, please view the Electronic Signatures Policy & Tip Sheet.
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