
For PHMDC Use Only:
[bookmark: Text34]Contract Expiration Date:      		Contract/Project Name:      	
Does the contract include renewals? |_| Yes  |_| No	Are the renewals Automatic or Optional?      |_| Automatic  |_| Optional                                                                                 No. of renewals:      	Duration of each renewal:      	

CONTRACT FOR PURCHASE OF SERVICES
Board of Health for Madison and Dane County 
on behalf of Public Health Madison & Dane County
 (Software/Technology Services)

1.	PARTIES.
[bookmark: Text32]This is a Contract between the Board of Health for Madison and Dane County (a city-county board of health with the powers and duties set forth in Wis. Stat. § 251.04) on behalf of Public Health Madison & Dane County, a city-county health department established under Wis. Stat. § 251.02(1m) (“PHMDC”), and _     _ hereafter referred to as "Contractor.”

[bookmark: Check2][bookmark: Check3][bookmark: Check4][bookmark: Check11]The Contractor is a:	|_| Corporation	|_| Limited Liability Company	|_| General Partnership	|_| LLP
[bookmark: Check6][bookmark: Check7][bookmark: Check8](to be completed by contractor)	|_| Sole Proprietor	|_| Unincorporated Association	|_| Other:      	.

2.	PURPOSE.
The purpose of this Contract is as set forth in Section 3.

3.	SCOPE OF SERVICES, SCHEDULE OF PAYMENTS, CONTRACT ATTACHMENTS.
[bookmark: Text33]A.	The purpose of this Contract is for Contractor to perform (short general description of what the contractor will do) as more particularly described in the attachment(s) referenced below. Contractor will perform the following services and be paid according to the following schedule(s) or attachment(s):

(Label and list all attachments here by name.  Attachments might include a negotiated version of Contractor’s Terms of Use or SaaS agreement, privacy policy, quote or proposal, HIPAA BAA if needed, other relevant documents approved by the City Attorney’s office.)


[bookmark: Check12][bookmark: Check13]GRANT CONDITIONS: This Contract  |_| is  /  |_| is not  (check one) funded in whole or in part with grant funding provided by:
[bookmark: Text35](insert name of governmental agency or agencies providing grant funding for this Contract.) 	

[bookmark: Text36]If this Contract is funded by a grant in whole or in part, as indicated above, labeled and attached as Exhibit       are the grant conditions required by the funding agency, which are hereby incorporated and made part of this Contract. 

Order of Precedence: In the event of a conflict between the terms of this Contract for Purchase of Services and the terms of any document attached or incorporated herein, the terms of this Contract for Purchase of Services shall control and supersede any such conflicting term.

B.	PAYMENT.
It is expressly agreed that in no event will the total payment under this Contract exceed:

	|_|	the pricing set forth in      .
OR	|_|	an annual cost of $_     _ per year for the term of this Contract.
OR	|_|	annual pricing as follows:	Year 1:      
Year 2:      
Year 3:      
Year 4:      
Year 5:      

(Select 1 box and complete all relevant fields for that box. The first box is designed to reference an attachment listed in Section 3.)


	(1)	PHMDC will pay the Contractor for the services rendered under this Contract at the Contract price set forth in Section 3.B. above.
		(2)	The Contractor shall submit invoices in a format approved by PHMDC and as may be further specified in attachment(s) or exhibits listed in Section 3. PHMDC will pay the Contractor according to the schedule specified above or as may be set forth in relevant attachments. 
(3)	Should this Contract contain more than one service, a separate invoice and a separate final statement shall be submitted for each individual service.
(4)	Payment shall not be construed as PHMDC acceptance of unsatisfactory or defective services or improper materials. 
(5)	PHMDC has the equitable right to set off against any sum due and payable to the Contractor under this Agreement, any amount PHMDC determines the Contractor owes PHMDC, whether arising under this Agreement or under any other Agreement or otherwise.
(6)	Payment in excess of the total Contract price will not be allowed unless authorized by an amendment under Section 9, AMENDMENT.
(7)	PHMDC will not compensate for unsatisfactory performance by the Contractor.


4.	TERM AND EFFECTIVE DATE.
[bookmark: Text23]This Contract shall become effective upon execution by the Director of Public Health, (or the City of Madison Finance Director designee, when authorized) on behalf of PHMDC, unless another effective date is specified in the Attachment(s) incorporated in Section 3, however in no case shall work commence before execution by PHMDC. The term of this Contract shall be insert dates or reference attachments as needed.

5.	ENTIRE AGREEMENT.
This Contract for Purchase of Services, including any and all attachments, exhibits and other documents referenced in Section 3.A (hereafter, “Agreement” or “Contract”) is the entire Agreement of the parties and supersedes any and all oral contracts and negotiations between the parties. If any document referenced in Section 3 includes a statement that expressly or implicitly disclaims the applicability of this Contract for Purchase of Services, or a statement that such other document is the “entire agreement,” such statement shall be deemed rejected and shall not apply to this Contract.

6.	ASSIGNABILITY, SUBCONTRACTING, DATA CENTERS AND OUTSOURCING. 
A.	Unless expressly stated in the attachment(s) incorporated in Section 3, Contractor shall not assign or subcontract any interest or obligation under this Contract without PHMDC's prior written approval. For purposes of this contract, data centers and third-party software providers are considered subcontractors and must be disclosed and expressly approved in writing by PHMDC. Any use of subcontractors shall comply with all provisions of this Contract applicable to subcontractors.
B.	Data Center Location. Contractor shall host or store PHMDC’s data geographically within the continental United States of America (“USA.”) Contractor shall not perform or subcontract for the performance of any services under this Contract that require removal of Customer Data (as defined in sec. 23) to a location outside the USA, and shall not subcontract with any offshore subcontractor for any work under this Contract.

7.	DESIGNATED REPRESENTATIVE.
[bookmark: Text31]Contractor designates       as Contract Agent with primary responsibility for the performance of this Contract. If the Contract Agent resigns, is replaced, or is no longer acting as Contract Agent for any reason, Contractor will notify PHMDC in writing of the change, and propose a replacement Contract Agent within seven (7) calendar days. PHMDC may accept another person as the Contract Agent or may terminate this Contract under Section 21, at its option. 

8.	PROSECUTION AND PROGRESS.
A.	Services under this Agreement shall commence upon written order from PHMDC to the Contractor, which order will constitute authorization to proceed; unless another date for commencement is specified elsewhere in this Contract including documents incorporated in Section 3.
B.	The Contractor shall complete the services under this Agreement within the time for completion, if any, specified in the attachment(s) listed in Section 3. The time for completion shall not be extended because of any delay attributable to the Contractor, but it may be extended by PHMDC in the event of a delay attributable to PHMDC, or in the event of unavoidable delay caused by war, insurrection, natural disaster, or other unexpected event beyond the control of the Contractor. If at any time the Contractor believes that the time for completion of the work should be extended because of unavoidable delay caused by an unexpected event, or because of a delay attributable to PHMDC, the Contractor shall notify PHMDC as soon as possible, but not later than seven (7) calendar days after such an event. Such notice shall include any justification for an extension of time and shall identify the amount of time claimed to be necessary to complete the work. Notwithstanding the foregoing or any other provision in this Contract, the parties agree Covid-19 is not an unexpected event that will excuse Contractor from any provision of this Contract or otherwise qualify as a force majeure event, absent PHMDC’s express written agreement. 

9.	AMENDMENT.
This Contract shall be binding on the parties hereto, their respective heirs, devisees, and successors, and cannot be varied or waived by any oral representations or promise of any agent or other person of the parties hereto. Any other change in any provision of this Contract may only be made by a written amendment, signed by the duly authorized agent or agents who executed this Contract.

10.	EXTRA SERVICES.
Extra services or decreased services means services which are not different in kind or nature from the services called for in Section 3, but which may increase or decrease the quantity and kind of labor or materials or expense of performing the services. Extra services may not increase the total Contract price, as set forth in Section 3.B., unless the Contract is amended as provided in Section 9 above.

11.	NO WAIVER.
No failure to exercise, and no delay in exercising, any right, power or remedy hereunder on the part of PHMDC or Contractor shall operate as a waiver thereof, nor shall any single or partial exercise of any right, power or remedy preclude any other or further exercise thereof or the exercise of any other right, power or remedy. No express waiver shall affect any event or default other than the event or default specified in such waiver, and any such waiver, to be effective, must be in writing and shall be operative only for the time and to the extent expressly provided by PHMDC or Contractor therein. A waiver of any covenant, term or condition contained herein shall not be construed as a waiver of any subsequent breach of the same covenant, term or condition.

12.	NONDISCRIMINATION, CIVIL RIGHTS COMPLIANCE, AFFIRMATIVE ACTION, EQUAL OPPORTUNITY
The Board of Health for Madison and Dane County (BOHMDC) has adopted, by resolution, Dane County’s affirmative action plan, equal opportunities/nondiscrimination in employment practices plan, and provision of services plan. This includes Dane County’s affirmative action, equal opportunity and nondiscrimination policies and ordinances regarding contracting. The Contractor agrees to submit to the jurisdiction of Dane County’s Tamara D. Grigsby Civil Rights Department for purposes of enforcement and investigation of the following provisions, to the extent such provisions apply to Contractor.
A. 	Nondiscrimination (D.C. Ord. 19.54).
During the term of this Agreement, Contractor agrees not to discriminate on the basis of age, race, ethnicity, religion, color, gender, disability, marital status, sexual orientation, national origin, cultural differences, ancestry, physical appearance, arrest record or conviction record, military participation or membership in the national guard, state defense force or any other reserve component of the military forces of the United States, or political beliefs against any person, whether a recipient of services (actual or potential) or an employee or applicant for employment. Such equal opportunity shall include but not be limited to the following: employment, upgrading, demotion, transfer, recruitment, advertising, layoff, termination, training, rates of pay, and any other form of compensation or level of service(s). Contractor agrees to post in conspicuous places, available to all employees, service recipients and applicants for employment and services, notices setting forth the provisions of this paragraph. The listing of prohibited bases for discrimination shall not be construed to amend in any fashion state or federal law setting forth-additional bases, and exceptions shall be permitted only to the extent allowable in state or federal law.
B.	Civil Rights Compliance.
(1)	Unless exempt under paragraph B.(7) below, If CONTRACTOR has 20 or more employees and receives $20,000 in annual contracts with PHMDC, the CONTRACTOR shall submit to Dane County’s Tamara D. Grigsby Civil Rights Department a current Civil Rights Compliance Plan (CRC) for Meeting Equal Opportunity Requirements under Title VI of the Civil Rights Act of 1964, Section 504 of the Rehabilitation Act of 1973, Title VI and XVI of the Public Service Health Act, the Age Discrimination Act of 1975, the Omnibus Budget Reconciliation Act of 1981 and Americans with Disabilities Act (ADA) of 1990. Unless exempt, CONTRACTOR shall also file an Affirmative Action (AA) Plan with Dane County in accordance with the requirements of chapter 19 of the Dane County Code of Ordinances. CONTRACTOR shall submit a copy of its discrimination complaint form with its CRC/AA Plan. The CRC/AA Plan must be submitted prior to the effective date of this Agreement and failure to do so by said date shall constitute grounds for immediate termination of this Agreement by PHMDC. If an approved plan has been received during the previous CALENDAR year, a plan update is acceptable. The plan may cover a two-year period.
(2)	Unless exempt under paragraph B.(7) below, contractors who have fewer than twenty (20) employees, but who receive more than $20,000 from PHMDC in annual contracts, may be required to submit a CRC Action Plan to correct any problems discovered as the result of a complaint investigation or other Civil Rights Compliance monitoring efforts set forth herein. 
(3)	If CONTRACTOR submits a CRC/AA Plan to a Department of Workforce Development Division or to a Department of Health and Family Services Division that covers the services purchased by PHMDC under this Agreement, a verification of acceptance by the State of CONTRACTOR’s Plan is sufficient for compliance with any plan submittals required in this Agreement. 
(4)	CONTRACTOR agrees to comply with Dane County’s civil rights compliance policies and procedures. CONTRACTOR agrees to comply with civil rights monitoring reviews performed by Dane County on behalf of PHMDC, including the examination of records and relevant files maintained by the CONTRACTOR. CONTRACTOR agrees to furnish all information and reports required by Dane County as they relate to affirmative action and non-discrimination. The CONTRACTOR further agrees to cooperate with PHMDC and Dane County’s Tamara D. Grigsby Civil Rights Department in developing, implementing, and monitoring corrective action plans that result from any reviews.
(5)	CONTRACTOR shall post the Equal Opportunity Policy, the name of the CONTRACTOR’s designated Equal Opportunity Coordinator and the discrimination complaint process in conspicuous places available to applicants and clients of services, and applicants for employment and employees. The complaint process will be according to Dane County’s policies and procedures and made available in languages and formats understandable to applicants, clients and employees. CONTRACTOR shall supply to the Dane County Contract Compliance specialist upon request a summary document of all client complaints related to perceived discrimination in service delivery. These documents shall include names of the involved persons, nature of the complaints, and a description of any attempts made to achieve complaint resolution.
(6)	CONTRACTOR shall provide copies of all announcements of new employment opportunities to PHMDC via the Dane County Contract Compliance specialist when such announcements are issued.
(7)	If CONTRACTOR is a government entity having its own Civil Rights Compliance plan, CONTRACTOR’S plan shall govern CONTRACTOR’s activities and paragraph B.(1) above shall not apply.

C.	Affirmative Action. 
(1)	Unless exempt under paragraph C. 4. below, if CONTRACTOR has twenty (20) or more employees and receives $20,000 in annual contracts with PHMDC, CONTRACTOR shall file an Affirmative Action Plan with the Dane County Contract Compliance specialist in accord with chapter 19 of the Dane County Code of Ordinances. Such plan must be filed within fifteen (15) days of the effective date of this Agreement and failure to do so by said date shall constitute grounds for immediate termination of this Agreement by PHMDC.
(2) 	CONTRACTOR shall also, during the term of this Agreement, provide copies of all announcements of employment opportunities to Dane County’s Contract Compliance specialist, and shall report annually the number of persons, by race, ethnicity, gender, and disability, status, who apply for employment and, similarly classified, the number hired and the number rejected.
(3)	CONTRACTOR agrees to furnish all information and reports required by Dane County’s Contract Compliance specialist as the same relate to affirmative action and nondiscrimination, which may include any books, records, or accounts deemed appropriate to determine compliance with the applicable sections of chapter 19 of the Dane County Ordinances, and the provisions of this Agreement. (D.C. Ord. 19.54(4).)
(4)	If Contractor is a government entity having its own Affirmative Action Plan, Contractor’s plan shall govern contractor’s activities and paragraph C.(1) above shall not apply.

D.	Americans with Disabilities Act compliance; Bilingual Services.
(1)	CONTRACTOR and all Subcontractors agree not to discriminate on the basis of disability in accordance with The Americans with Disabilities Act (ADA) of 1990, the Wisconsin Statutes secs. 111.321 and 111.34, and applicable sections of Chapter 19 of the Dane County Code of Ordinances. CONTRACTOR agrees to post in conspicuous places, available to employees, service recipients, and applicants for employment and services, notices setting forth the provisions of this paragraph.
(2)	CONTRACTOR shall give priority to those methods that offer programs and activities to disabled persons in the most integrated setting. Where service or program delivery is housed in an inaccessible location, and accessible alterations are not readily achievable, CONTRACTOR agrees to offer “programmatic accessibility” to recipients (real or potential) of said services and programs (e.g. change time/location of service).
(3)	CONTRACTOR agrees that it will employ staff with bilingual, special translation, and sign language skills appropriate to the needs of the client population, or will purchase the services of qualified adult interpreters who are available within a reasonable time to communicate with limited English proficient and hearing impaired clients. CONTRACTOR agrees to refrain from the use of family members or friends as language interpreters unless specifically requested by the consumer and after a qualified agency interpreter has been offered. CONTRACTOR agrees to train staff in human relations techniques, sensitivity to persons with disabilities and sensitivity to cultural characteristics. CONTRACTOR agrees to make programs and facilities accessible, as appropriate, through outstations, authorized representatives, adjusted work hours, ramps, doorways, elevators, or ground floor rooms. CONTRACTOR agrees to provide, free of charge, all documents necessary to its clients’ meaningful participation in CONTRACTOR’s programs and services in alternative formats and languages appropriate to the needs of the client population, including, but not limited to, Braille, large print and verbally transcribed or translated taped information. CONTRACTOR agrees to maintain comprehensive policies to ensure compliance with Title VI of the Civil Rights Act of 1964, updated to address the needs of employees, and clients with limited English proficiency. The CONTRACTOR agrees that it will train its staff on the content of these policies and will invite its applicants and clients to identify themselves as persons needing additional assistance or accommodations in order to apply for or participate in CONTRACTOR’s programs and services.

E.	Equal Opportunity Notice. (D.C. Ord. 19.54(2), 19.56)
In all solicitations for employment placed on CONTRACTOR's behalf during the term of this Agreement, CONTRACTOR shall include a statement to the effect that CONTRACTOR is an "Equal Opportunity Employer."


13.	SEVERABILITY.
It is mutually agreed that in case any provision of this Contract is determined by any court of law to be unconstitutional, illegal or unenforceable, it is the intention of the parties that all other provisions of this Contract remain in full force and effect.

14.	NOTICES.
All notices to be given under the terms of this Contract shall be in writing and signed by the person serving the notice and shall be sent by US First Class mail; registered or certified mail, return receipt requested, postage prepaid; hand delivered; or via email if a party has provided an email address below.  Email notices are presumed delivered on the date the email is sent by the sender.

	FOR PHMDC:
	[bookmark: Text3]Janel Heinrich, MPH, MA, Director

	
	Public Health Madison & Dane County

	
	210 Martin Luther King Jr. Blvd., Rm. 507

	
	Madison, WI  53703
Email:   

	FOR THE CONTRACTOR:
	     

	
	[bookmark: Text26]     

	
	[bookmark: Text27]     

	
	[bookmark: Text28]     
Email: 



15.	STATUS OF CONTRACTOR/INDEPENDENT/TAX FILING.
It is agreed that Contractor is an independent Contractor and not an employee of PHMDC, and that any persons who the Contractor utilizes and provides for services under this Contract are not employees of the PHMDC, Dane County, or the City of Madison, Wisconsin.

Contractor shall provide its taxpayer identification number to the City of Madison Finance Department, 210 Martin Luther King Jr. Blvd, Room 406, Madison, WI 53703, prior to payment. The Contractor is informed that as an independent Contractor, s/he may have a responsibility to make estimated tax returns, file tax returns, and pay income taxes and make social security payments on the amounts received under this Contract and that no amounts will be withheld from payments made to this Contractor for these purposes and that payment of taxes and making social security payments are solely the responsibility and obligation of the Contractor. The Contractor is further informed that s/he may be subject to civil and/or criminal penalties if s/he fails to properly report income and pay taxes and social security taxes on the amount received under this Contract.

16.	THIRD PARTY RIGHTS.
This Contract is intended to be solely between the parties hereto. No part of this Contract shall be construed to add, supplement, amend, abridge or repeal existing rights, benefits or privileges of any third party or parties, including but not limited to employees of either of the parties.

17.	AUDIT AND RETAINING OF DOCUMENTS.
The Contractor agrees to provide all reports requested by PHMDC including, but not limited to, financial statements and reports, reports and accounting of services rendered, and any other reports or documents requested. Financial and service reports shall be provided according to a schedule (when applicable) to be included in this Contract. Any other reports or documents shall be provided within five (5) working days after the Contractor receives PHMDC's written requests, unless the parties agree in writing on a longer period. Payroll records and any other documents relating to the performance of services under the terms of this Contract shall be retained by the Contractor for a period of three (3) years after completion of all work under this Contract, in order to be available for audit by PHMDC or its designee.

18.	CHOICE OF LAW, VENUE, AND FORUM SELECTION.
	This Contract shall be governed by and construed, interpreted, and enforced in accordance with the laws of the State of Wisconsin, without regard to conflict of law principles.  For any claim or suit or other dispute relating to this Contract that cannot be mutually resolved informally, the venue shall be Dane County, Wisconsin, and the parties agree to submit themselves to the jurisdiction of a court of competent jurisdiction in said venue, to the exclusion of any other forum that may have jurisdiction over such a dispute according to any law.

19.	COMPLIANCE WITH APPLICABLE LAWS.
The Contractor shall become familiar with, and shall at all times comply with and observe all federal, state, and local laws, ordinances, and regulations which in any manner affect the services or conduct of the Contractor and its agents and employees.

20.	CONFLICT OF INTEREST.
A.	The Contractor warrants that it and its agents and employees have no public or private interest, and will not acquire directly or indirectly any such interest, which would conflict in any manner with the performance of the services under this Agreement.
B.	The Contractor shall not employ or Contract with any person who is a current employee working for PHMDC or the City of Madison IT Department for any services included under the provisions of this Agreement.

21.	DEFAULT/TERMINATION.
A.	In the event Contractor shall default in any of the covenants, agreements, commitments, or conditions herein contained, and any such default shall continue unremedied for a period of ten (10) days after written notice thereof to Contractor, PHMDC may, at its option and in addition to all other rights and remedies which it may have at law or in equity against Contractor, including expressly the specific enforcement hereof, forthwith have the cumulative right to immediately terminate this Contract and all rights of Contractor under this Contract.
B.	Notwithstanding paragraph A., above, PHMDC may in its sole discretion and without any reason terminate this Agreement at any time by furnishing the Contractor with ten (10) days' written notice of termination. In the event of termination under this subsection, PHMDC will pay for all work completed by the Contractor and accepted by PHMDC.

22.	INDEMNIFICATION AND INSURANCE.
A.	INDEMNIFICATION: Contractor shall be liable to and hereby agrees to indemnify, defend and hold harmless the Board of Health for Madison and Dane County, Public Health Madison & Dane County, the City of Madison, and the County of Dane, and their officers, officials, agents, boards, committees/commissions, agencies and employees (collectively, the “Indemnified Parties”) against any and all liability, loss or expense (including liability costs and attorney’s fees) by reason of any claim or suit or liability imposed by law upon the Indemnified Parties for: (i) damages because of bodily injury, including death at any time resulting therefrom, (ii) damage to property including loss of use thereof, (iii) loss of Customer Data, (iv) security breach to the City of Madison’s network (defined in Section 24), (v) violation of section 26 (WCAG), (vi) breach of any confidentiality clauses incorporated in Section 3, (vii) violation of applicable privacy laws, and (viii) third party claims for intellectual property infringement unless the same is provided for in an attachment or exhibit listed in section 3; arising from, in connection with, caused by or resulting from the Contractor's and/or Subcontractor's acts or omissions in the performance of this Agreement. The obligations of Contractor under this paragraph shall survive the expiration or termination of this Contract.

B.	Intellectual Property Infringement. Contractor shall indemnify, defend and hold harmless the Indemnified Parties against third party claims of intellectual property infringement as set forth in an exhibit or attachment referenced in Section 3. If the exhibit(s) or attachment(s) do not include a provision that indemnifies the customer for third party claims of intellectual property infringement, then paragraph A above shall apply to such claims. 

C.	INSURANCE. In order to protect itself and the Indemnified Parties, Contractor shall obtain and at all times during the term of this Contract keep in full force and effect comprehensive general liability and auto liability insurance policies (as well cyber liability and errors and omissions coverage as set forth in sub. E. below) issued by a company or companies authorized to do business in the State of Wisconsin and licensed by the Wisconsin Insurance Department, with liability coverage provided for therein in the amounts of at least $_________ CSL (Combined Single Limits). Coverage afforded shall apply as primary. PHMDC shall be given ten (10) days advance notice of cancellation or nonrenewal. Upon execution of this Contract, Contractor shall furnish the Risk Manager for Dane County with a certificate of insurance listing BOHMDC, PHMDC, the City of Madison and the County of Dane as additional insureds and, upon request, certified copies of the required insurance policies. If Contractor’s insurance is underwritten on a Claims-Made basis, the Retroactive Date shall be prior to or coincide with the effective date of this Contract. The Certificate of Insurance shall state that coverage is Claims-Made and indicate the Retroactive Date. Contractor shall maintain coverage for the duration of this Agreement and for six (6) years following the completion of this Agreement. Contractor shall furnish the Risk Manager for Dane County, annually on the policy renewal date, a Certificate of Insurance as evidence of the coverage required in this paragraph C. and paragraphs C. and D. while the Contract is in effect. It is further agreed that Contractor shall furnish the Dane County Risk Manager with a 30-day notice of aggregate erosion, in advance of the Retroactive Date, cancellation, or renewal. It is also agreed that on Claims-Made policies, either Contractor or PHMDC may invoke the tail option on behalf of the other party and that the Extended Reporting Period premium shall be paid by Contractor. In the event any action, suit or other proceeding is brought against the Indemnified Parties upon any matter herein indemnified against, PHMDC shall give reasonable notice thereof to Contractor and shall cooperate with Contractor (or Contractor’s attorney) in the defense of the action, suit or other proceeding. 
D.	Workers Compensation.  Contractor shall furnish evidence of adequate Worker's Compensation Insurance as required by law.
E.	Professional/Technology Errors & Omissions. The Contractor shall procure and maintain Professional liability insurance, covering technology errors and omissions, with coverage of not less than $_______ per claim and in the aggregate. Coverage  shall include, but not be limited to, both liability and property loss exposures including technology services, technology products, media content, network security breaches, extortion threats, crisis management expense, and  business interruption and negligent acts, errors, mistakes, and omissions arising out of the work or services performed by Contractor, or any person employed or contracted by Contractor. If such policy is a “claims made” policy, all renewals thereof during the life of the Contract shall include “prior acts coverage” covering at all times all claims made with respect to Contractor’s work performed under the Contract. This coverage must be kept in force for a period of six (6) years after the services have been accepted by PHMDC.
Cyber Liability. Contractor shall procure and maintain during the life of this Contract, Cyber and Privacy insurance with limits of not less than $________ per claim and in the aggregate. Coverage shall include , but not be limited to, coverage for unauthorized access, denial of service attacks, computer viruses, transmission of malicious code, and failure of security; breach of privacy and the failure to protect and disclosure of personally identifiable information, payment card information, and health information; and violation of any federal, state or local law or regulation in connection with the protection of information, including coverage for fines and penalties to the extent allowed by applicable law. If such policy is a “claims made” policy, all renewals thereof during the life of the Contract shall include “prior acts coverage” covering at all times all claims made with respect to Contractor’s work performed under the Contract.
F.	In case of any sublet or subcontracting of work under this Agreement, Contractor shall furnish evidence that each and every subcontractor has in force and effect insurance policies providing coverage identical to that required of Contractor.
G.	The parties do hereby expressly agree that PHMDC, acting at its sole option and through its Risk Manager, may waive insurance requirements contained in this Agreement, such waiver to be in writing only. Such waiver may include or be limited to a reduction in the amount of coverage required above. The extent of waiver shall be determined solely by the Risk Manager taking into account the nature of the work and other factors relevant to PHMDC’s exposure, if any, under this Contract.


23.	 CUSTOMER DATA, ACCESS, BACK-UP, SECURITY, PUBLIC RECORDS. 
A. 	Ownership of Customer Data. All of the data uploaded, submitted, or posted by PHMDC and its end users and customers under this Contract, and all data prepared by the Contractor for the PHMDC under this Contract, including PHMDC’s confidential information and Personal Data defined below (hereafter, “Customer Data”) shall remain PHMDC’s data and be owned by PHMDC. Such data may be further defined in the attachment(s) incorporated in section 3 if expressly agreed by PHMDC in writing. Notwithstanding anything to the contrary, including the attachment(s) incorporated in Section 3, Contractor shall use Customer Data solely for the purpose of providing the services to PHMDC as described in this Contract, and Contractor acquires no rights to and shall not sell, share, duplicate, publish, or create derivative works from PHMDC Data, unless expressly agreed in writing by PHMDC. Subject to and only with PHMDC’s express written agreement incorporated into this Contract, Contractor may acquire rights to certain anonymous and aggregate data and may use such data only as expressly described in this Contract. 

[bookmark: _Hlk193892095]B.	PHMDC Access to Records and Handling of Records. PHMDC shall have the right to access, export and retrieve all Customer Data and any other data meeting the definition of “Records” below, in a format acceptable to PHMDC, at no additional cost, during the term of this Contract and for ninety (90) days from the date of termination or expiration or expiration of this Contract. Unless otherwise expressly agreed in writing in attachment(s) incorporated in Section 3 or otherwise agreed in writing by the parties, Contractor shall return or destroy all Customer Data promptly after ninety (90) days from the expiration or termination of this Contract 

C.	Back-Up and Recovery.  Unless otherwise agreed in writing, Contractor is responsible for creating, maintaining, and testing backup copies of Customer Data. Contractor is responsible for an orderly and timely recovery of its services and Customer Data in the event of a service interruption. Contractor shall employ back up strategies and replicate data to a fully redundant disaster recovery site that meets, at a minimum, the specifications described in Contractor’s Software Acquisition Questionnaire submitted to PHMDC. Backup copies of Customer Data shall not be included in calculating any maximum data storage allotted to PHMDC under this Contract.

D.	Security, PCI, HIPAA. Contractor shall implement and maintain appropriate administrative, physical, and technical safeguards and procedures, policies and technology for the protection of the security, confidentiality and integrity of Customer Data, including any confidential information of PHMDC, to a degree that complies at a minimum with (i) the City of Madison’s Network Connection Policy in section 24, (ii) Contractor’s applicable availability and security policies, and (iii) Contractor’s most recent Software Acquisition Questionnaire submitted to PHMDC. Such safeguards shall include measures designed to protect against the unauthorized access to or disclosure of Customer Data, the City’s network as defined in section 24, and PHMDC’s confidential information. For purposes of this section PHMDC’s confidential information includes any personal data or personally identifiable information of PHMDC, its employees, customers, and end users (“Personal Data.”) If any Personal Data or other sensitive data is transmitted, stored, or processed by the Contractor under this Contract, Contractor’s safeguards shall comply with all applicable privacy laws and other laws or regulations relating directly to the transmission, storage and processing of such data. If this contract includes payment processing or payment gateway services to handle payment card transactions on PHMDC’s behalf, the Contractor and any relevant subcontractors, including data centers, shall comply with all relevant Payment Card Industry Data Security Standards (PCI DSS) and the parties shall agree in writing to additional terms for the same, to be incorporated herein. If this Contract involves Protected Health Information subject to the HIPAA privacy rule under the Health Insurance Portability and Accountability Act and subsequent applicable regulation, the parties shall execute a business associate agreement or other appropriate document as required by such laws. 

E.	Notification of Incident or Breach. Contractor shall meet all industry standard and applicable legal and regulatory requirements for the identification, notification, and escalation of a security incident, security breach, data breach, or privacy breach. 

Contractor shall immediately notify PHMDC if Contractor becomes aware of any of the following:  a security incident, security breach, data breach, or privacy breach involving Customer Data where Customer Data or confidential information has been accessed, disclosed, or acquired by anyone without proper authorization, or in violation of any applicable privacy laws, or contrary to the terms of this Contract, or unauthorized access to the City’s Network as defined in the City’s Network Connection policy found here: https://www.cityofmadison.com/attorney/documents/posNetworkConnection.docx.

Contractor shall notify PHMDC first by calling the IT Help Desk at (608) 266-4193 (available 24/7) followed up by an immediate written email notification to IT@cityofmadison.com.

Contractor shall cooperate with PHMDC regarding recovery and remediation. If so required, and at PHMDC’s option, Contractor shall provide, at Contractor’s expense, all written notices to persons affected by any such incident or breach in accordance with applicable federal and state data or privacy breach notification laws. 

F.	Mitigation and Cost. Contractor shall take all actions necessary to mitigate any breach or incident described in paragraph E. to preserve forensic evidence, to return PHMDC’s services to standard operability, and as may be required by law. Contractor shall bear all reasonable costs and expenses for remedial and mitigation actions incurred as a result of an incident or breach resulting from a vulnerability to Contractor’s product(s), network(s), or computer system(s) and those of its subcontractors including any third party data centers, if caused directly or indirectly by Contractor. Such costs include but are not limited to the administrative cost of opening and closing accounts, notifications, print and mailing, and obtaining credit monitoring services and identity theft insurance for those whose Personal Data has or may have been compromised, regulatory investigations, fines, penalties, enforcement actions and settlements. 

G.	Order of Precedence:  If Contractor’s quote, any online terms of the Contractor, or any of the attachments or exhibits incorporated in section 3 include definitions for security incident or breach, data breach, privacy breach, and the like, the broader definition shall control and shall be substituted for the definition herein. 

In the event of any conflict in language between this Section 23 and Contractor’s quote, any online terms of the Contractor, and any attachment or exhibit incorporated in section 3 herein (“Contractor’s Contract Documents”), the language that provides stronger protection for PHMDC, Customer Data, the City’s Network, and PHMDC’s customers and end users shall control and supersede any directly conflicting language in the other document. 

H.	Cooperation with Public Records Requests.

1. Records Under the Wisconsin Public Records Laws. PHMDC must comply with requests to produce records under sections 19.31 to 19.37 of the Wisconsin Statutes, the “Wisconsin Public Records Laws.”  In this section, “Records” are as defined in Wis. Stat. §19.32(2) and include Contractor’s Records described in Wis. Stat. §19.36(3). Records fall into two categories: (1) Records prepared by the Contractor in the course of providing services under this Contract and (2) Records originating with PHMDC that are provided to Contractor under this Contract (i.e. Customer Data.) PHMDC is the Custodian of all of PHMDC’s Records, including the Customer Data and any other data or information provided to Contractor under this Contract, and as such, PHMDC shall make a final determination under the Wisconsin Public Records Laws as to whether to allow public inspection or release of such Records. Contractor acknowledges that PHMDC cannot hire a contractor to conduct business with the purpose or effect of evading the Wisconsin Public Records Laws.
2. Contractor Cooperation.  If PHMDC must produce Records to comply with a request under the Wisconsin Public Records Laws, or produce information in possession of the Contractor for other legal or investigative purposes,  and PHMDC cannot download or access the information itself,  Contractor shall cooperate with PHMDC and provide any unexempted documents to PHMDC within ten (10) business days from the date requested or another mutually agreeable time. 
3. Confidentiality,	Required Disclosures by PHMDC. Consistent with the Wisconsin Public Records Laws, PHMDC agrees not to disclose Contractor’s proprietary material that does not meet the definition of a Record, or Contractor’s trade secrets meeting the definition in Wis. Stat. §134.90(1)(c).  Any provision in Contractor’s Contract Documents that prohibits PHMDC from sharing Contractor information shall not apply to PHMDC’s disclosure in response to a public records request when, in the sole discretion of PHMDC’s records custodian, disclosure is required by the Wisconsin Public Records Laws and the information is not exempt as a Trade Secret as defined in Wis. Stat. §134.90(1)(c) or propietary material that does not meet the definition of a Record. 




24.	IT NETWORK CONNECTION POLICY.
If this Contract includes services such as software support, software maintenance, network services, and/or system development services that will require a Network Connection the City of Madison’s City Network (as defined in the following link), the Network Connection Policy found at this link: https://www.cityofmadison.com/employeenet/documents/contracts/posNetworkConnection.docx is hereby incorporated and made a part of this Contract and Contractor agrees to comply with all of its requirements.

25.	GASB. 
During the term of this Contract and for twelve (12) months thereafter, Contractor shall provide all information requested by PHMDC and/or its contracted auditor necessary for PHMDC to comply with applicable Government Accountability Standards Board (GASB) standards, including but not limited to GASB Statement No. 87 (Leases) and GASB Statement No. 96 (Subscription-Based Information Technology Arrangements). If applicable, Contractor shall structure its activities, invoices, and record-keeping under this Contract to provide PHMDC with all necessary cost elements for PHMDC’s GASB compliance, including but not limited to: Lease Term in Years, Discount Rates, Separates Multiple components (Equipment from Software), Lease Incentives, Buy-Outs, Amendments to the Terms, and cooperate with all other requests of PHMDC and its auditor as PHMDC deems necessary for its GASB compliance. Contractor shall comply with all applicable Securities and Exchange Commission (SEC) regulations.

26.	WEB AND MOBILE ACCESSIBILITY COMPLIANCE (WCAG).
PHMDC of Madison, as a local government entity, is required by Title II of the Americans with Disabilities Act (ADA) and its implementing regulations at 28 CFR 35 Subpart H (hereafter the “Accessibility Rule”) to ensure that all Web Content and Mobile Applications, as defined in 28 CFR 35.104, are readily accessible to and usable by individuals with disabilities. As of the effective date of this Contract, the Accessibility Rule adopts Web Content Accessibility Guide (WCAG) version 2.1 and requires compliance with WCAG 2.1 success criteria levels A and AA no later than the compliance date for state and local government entities with a total population of 50,000 or more, as found in the Accessibility Rule, as may be amended, currently anticipated to be April 26, 2027 (“Compliance Date”).

Therefore, Contractor shall cause any and all Web Content and Mobile Applications provided under this Contract to comply with WCAG 2.1 Level AA or higher as demonstrated using the Information Technology Industry Council’s Voluntary Product Accessibility Template VPAT ® version 2.5 WCAG (November 2023) (or an updated version of the VPAT designed for enforcement of the Accessibility Rule, or a similar compliance tool if agreed by PHMDC) no later than the Compliance Date and for the term of this Contract. 

Contractor shall continue to ensure its Web Content and Mobile Applications provided under this Contract comply with the current version of the Accessibility Rule if that rule is amended during the term of this Contract. Contractor agrees to complete and provide PHMDC updated compliance report(s) upon request during the term of this Contract, which may include updated versions of the VPAT ® that conform with any amendment to the Accessibility Rule or a similar compliance tool if approved by PHMDC, and cooperate with PHMDC’s compliance review process.

Failure to comply with this section when required by the Accessibility Rule shall be considered a material breach and subject to termination of this Contract upon written notice by PHMDC. Alternatively and without waiving any available remedy, PHMDC may withhold payments due to the Contractor until compliance is achieved or the parties have agreed in writing on plan to reach compliance or meet applicable exceptions under the Accessibility Rule. PHMDC shall provide Contractor not less than thirty (30) days to achieve compliance after written notice before withholding payment, and not less than forty-five (45) days to achieve compliance after written notice before terminating the Contract for failure to comply with this section.

27.	AUTHORITY.
Contractor represents that it has the authority to enter into this Contract. If the Contractor is not an individual, the person signing on behalf of the Contractor represents and warrants that he or she has been duly authorized to bind the Contractor and sign this Contract on the Contractor’s behalf.

28.	COUNTERPARTS, ELECTRONIC SIGNATURE AND DELIVERY.
	This Contract may be signed in counterparts, each of which shall be taken together as a whole to comprise a single document. Signatures on this Contract may be exchanged between the parties by facsimile, electronic scanned copy (.pdf) or similar technology and shall be as valid as original; and this Contract may be converted into electronic format and signed or given effect with one or more electronic signature(s) if the electronic signature(s) meets all requirements of Wis. Stat. ch. 137 or other applicable Wisconsin or Federal law.  Executed copies or counterparts of this Contract may be delivered by facsimile or email and upon receipt will be deemed original and binding upon the parties hereto, whether or not a hard copy is also delivered. Copies of this Contract, fully executed, shall be as valid as an original.



IN WITNESS WHEREOF, the parties hereto have set their hands at Madison, Wisconsin.


	
	
	CONTRACTOR

	
	
	     

	
	
	(Type or Print Name of Contracting Entity)

	
	
	By:
	

	
	
	
	(Signature)

	
	
	
	
	[bookmark: Text37]     

	
	
	
	(Print Name and Title of Person Signing)

	
	
	
	Date:
	     

	
	
	

	
	
	

	
	
	

	
	
	
	BOARD OF HEALTH FOR MADISON & DANE COUNTY, ON BEHALF OF PUBLIC HEALTH MADISON & DANE COUNTY:

	
	
	
	

	
	
	
	By:
	

	
	
	
	
	Janel Heinrich, MPH, MA, Director
Public Health Madison & Dane County

	
	
	
	
	

	
	
	Date:
	

	
	
	

	Approved:
	
	Approved:

	
	
	
	
	

	
	
	

	David P. Schmiedicke, City of Madison Finance Director
	
	Wesley Sparkman, Director
The Tamara D. Grigsby Dane County Civil Rights Department (DCCRD)

	
	
	
	
	

	Date:
	
	
	Date:
	

	
	
	

	Approved as to Form:
	
	Approved:

	
	
	

	Michael Haas, City Attorney, City of Madison
Attorney for PHMDC
	
	Joshua Cotillier, Dane County Risk Manager
Risk Manager for PHMDC

	
	
	
	
	

	Date:
	
	
	Date:
	

	


	
	


-------------------------------------------------------------------------------------------------------------------------------------------------------
NOTE: Certain service contracts may be executed by the City Finance Director designee for PHMDC: 

	
By:
	
	
	

	
	Mary Richards, Procurement Supervisor
	
	Date



MGO 4.26(3) and (5) authorize the Finance Director or designee to sign purchase of service contracts when all of the following apply:
(a)	The funds are included in the approved budget. 
(b)	An RFP or competitive process was used, or the Contract is exempt from competitive bidding under 4.26(4)(a) (contracts up to $75,000 in total or up to $75,000 per year for software and technology services are exempt.)
(c)	The City Attorney has approved the form of the Contract.
(d)	The Contract complies with other laws, resolutions and ordinances.
(e)	The Contract is for a period of 1 year or less, OR not more than 5 years AND the average cost is not more than $100,000 per year, AND was subject to competitive selection. (If more than $75,000 and exempt from bidding under 4.26(4)(a), regardless of duration of the Contract, the Common Council must authorize the Contract by resolution per 4.26(5)(b).)

For PHMDC Use Only:	SIGNATURE INSTRUCTIONS FOR CONTRACT TO BE SIGNED BY FINANCE (PURCHASING):
Obtain contractor’s signature first. Attach the contractor-signed contract with all attachments/exhibits and the certificate of insurance to the requisition in MUNIS.
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